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Introduction
This document describes integration with Okta as the identity provider.

For information on configuring Okta for SAML SSO, refer to the following articles.

https://developer.okta.com/standards/SAML/index

https://developer.okta.com/standards/SAML/setting up a saml application in okta

Adding a SAML Application

Login into Okta as an administrator.
Note that the developer edition of Okta was used for testing.

Click the Admin link and the Add Applications shortcut.

[ <& © ComponentSpace-dev-! X 4 v — o %

é ComponentSpace-dev-527539 - Dashboard

g
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entspace-admin.oktapreview.com/admin/dashboard *

Preview Sandbox: This Is a preview of next week's release. See a problem? File a case or visit our support site.

okta Dashboard My Applications o

(%) Dashboard

Shortcuts
Status © 5 Add Applications
People 5 Assign Applications
2, Add People
2, Activate People
J, Deactivate People

@ No notifications to view! Applications

~ I
C Reset Passwords

8, Unlock People

Reports

Okta Usage
Application Usage
Usage - Last 30 Days ) Suspicious Activity
Current Assignments
App Password Health
Deprovisioning Details
SMS Usage
MFA Usage
System Log
SAML Capable Apps

Click the Create New App button.


https://developer.okta.com/standards/SAML/index
https://developer.okta.com/standards/SAML/setting_up_a_saml_application_in_okta
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Preview Sandbox: This Is a preview of next week's release. See a problem? File a case or visit our support site
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Add Application
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Create New App
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10000ft
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CATEGORIES 123RF 123RF Add
All 5498
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Collaboration 1 e '
Consumer 20
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Specify SAML 2.0 as the sign-on method.
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C. Support ComponentSpace-dev-527539 Help and Support Sign out
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Platform | Web v

Sign on method

) Secure Web Authentication (SWA)

Uses credentials to sign in. This integration works with most apps.

(®) saML2.0
Uses the SAML protocol to log users into the app. This is a better option
than SWA, If the app supports t. Add
Supports SAML (") OpenlID Connect

Uses the OpeniD Connect protocol to log users into an g ou've buiit
Supports Provis| F P g PP Y u

Content Manage
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o
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Data & Analysis
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2020

Specify an app name. This is for display purposes only.
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Preview Sandbox: This Is a preview of next week's release. See a problem? File a case or visit our support site

My Applications o

=3 Create SAML Integration

°GenelaISeuings Configure SAM| Feedt

o General Settings

App name ExampleServiceProvider

App logo (opt o @

Browse..

Upload Logo

App visibility Do not display application icon to users

Do not display application icon in the Ckta Mobile app

Cancel “

Specify the assertion consumer service URL as the single sign-on URL.
For example:

https://localhost:44360/SAML/AssertionConsumerService

Specify the service provider name as the audience URI.
For example:

https://ExampleServiceProvider

Relay state is not required.
The name ID format is unspecified.
The Okta user name is used.

Attribute and group attribute names are not required.


https://localhost:44360/SAML/AssertionConsumerService
https://exampleserviceprovider/
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e SAML Settings

Single sign on URL

Audience URI (SP Entity ID)

Default RelayState

Name ID format

Application username

Name

Add Anather

Name

e ComponentSpace-dev-527539 - Applications

&1 @ ComponentSpace-dev-! X 4

https://localhost:44360/SAML/AssertionConsumerService
/| Use this for Reciplent URL and Destination URL

Allow this app to request other SSO URLs

https://ExampleServiceProvider

Unspecified v

Okta username v

Show Advanced Settings

LEARN MORE

Name format Value

Unspecified - v
Name format Filter

Unspecified v Starts with

e-admin.oktapreview.com/admin/apps/saml-wizard/create

&
h

W 3=

What does this form do?

Where do | find the info this form needs?

Okta Certificate

4. Download Okta Certificate

Click the Show Advanced Settings link.

Enable single logout.

Specify the single logout URL.

For example:

https://localhost:44360/SAML/SingleLogoutService

Specify the SP issuer. This is the name of the service provider.

For example:

https://ExampleServiceProvider

Upload the service provider certificate.

For example:

Sp.cer



https://localhost:44360/SAML/SingleLogoutService
https://exampleserviceprovider/
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Hide Advanced Settings

Response @ Signed v
Assertion Signature € Signed v
Signature Algorithm RSA-SHA256 v

Digest Algorithm SHA256 v
Assertion Encryption @ Unencrypted v

Enable Single Logout € /| Allow application to initiate Single Logout
Single Logout URL § https://localhost:44360/SAML/SingleLogoutService
SP Issuer @ https://ExampleServiceProvider

Signature Certificate €
= undefined (CN=www.sp.com) Browse..

Upload Certificate

Authentication context class §) PasswordProtectedTransport v

Honor Force Authentication € Yes v

SAML Issuer ID § t 5 exte

T N, LEARN MORE

Name Name format Value

Unspecified v v

Add Another

Click the Next and Finish buttons.

View the setup instructions or download the identity provider metadata. This information will be
required when configuring the service provider.
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ntSpace-dev-527539 - ExampleServiceProvider: ExampleServiceProvider
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Preview Sandbox: This Is a preview of next week's release. See a problem? File a case or visit our support site

Applications My Applications @

/

@ ExampleServiceProvider

Active v - View Logs

ene! Sign On ent

About
Settings Edit

SIGN ON METHODS the, e .' 5 SAML 2.0

Application Username

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.
View Setup Instructions

Identity Provider metadata is avallable If this application supports dynamic configuration

CREDENTIALS DETAILS

Application username format Okta username

Assign users to the application.
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Preview Sandbox: This Is a preview of next week’s release. See a problem? File a case or visit our support site.

ntSpace-dev-527539 - ExampleServiceProvider: ExampleServiceProvider

C. Support Compone 9 ort  Sign out

Applications S Y t 5 | My Applications o

@ ExampleServiceProvider

Active = - View Logs

Assignments

FILTERS Person T
John Doe
Jjohndoe@componentspace.com

Groups

Service Provider Configuration
The following partner identity provider configuration is included in the example service provider’s
SAML configuration.

"Name": "http://www.okta.com/exkch8syaa6hDgAJQOh7",

"Description": "Okta",

"SignAuthnRequest": true,

"SignLogoutRequest": true,

"SignLogoutResponse": true,

"SingleSignOnServiceUrl":
"https://componentspace.oktapreview.com/app/componentspacedev527539 exampleservicepro
vider_4/exkch8syaabhDgAJQOh7/sso/saml",

"SingleLogoutServiceUrl":
"https://componentspace.oktapreview.com/app/componentspacedev527539 exampleservicepro
vider_4/exkch8syaabhDgAJQOh7/slo/saml",

"PartnerCertificates": [

{
"FileName": "certificates/okta.cer"
}
]
}
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Ensure the PartnerName specifies the correct partner identity provider.

"PartnerName": "http://www.okta.com/exkch8syaa6hDgAJQOh7"

SP-Initiated SSO

Browse to the example service provider and click the button to SSO to the identity provider.

&1 [ Home page - Example ¢ X 4+ _ o 1%
é — O G_] E] localhost * j‘g L @

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable
SAML single sign-on as the service provider.

SSO to the Identity Provider

www.componentspace.com

Log into Okta.
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&1 @ ComponentSpace-dev-! X 4+

e % O ﬁh E| componentspace.oktapreview.com/login/login.htm?fromURI=%2Fapp%z2Fcomponen jﬁi’ }AE
Connecting to &

Sign-in with your ComponentSpace-dev-527539 account to
access ExampleServiceProvider

okta

Sign In
johndoe@componentspace.com

Remember me

Need help signing in?

Powered by Okta

&
h

The user is automatically logged in at the service provider.
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<3 [ Home page - Example ¢ X + . = g
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Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable
SAML single sign-on as the service provider.

www.componentspace.com

|dP-Initiated SSO

Log into Okta.

Click the ExampleServiceProvider button.

11
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Preview Sandbox: This is a preview of next week's release. See a problem? File a case or visit our support site.

Q Launch App _ + Add Apps

Work +

€3 Help: support@componentspace.co 0 Get the Mobile App

The user is automatically logged in at the service provider.
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Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable
SAML single sign-on as the service provider.

www.componentspace.com

SAML Logout
Okta supports SP-initiated SAML logout only.

If logged into a service provider and the user logs out from Okta, no SAML logout request is sent to
the service provider.
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